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(54) Recording device 

(57) A recording device which is capable ot prevent- 
ing alteration of a generated digital picture data and suit- 
able for improving the reliability of the digital picture data 
as an evidence. The recording device comprises a re- 
lated information embedding unit for embedding an re- 
lated information on the digital picture data stored in a 
related information storing unit in the digital picture data 
obtained by a picture receiving unit by means of the dig- 
ital watermarking technique, a digital signature gener- 
ating unit for generating a digital signature of the digital 
picture data in which the related information has been 
embedded, and a recording unit for adding the digital 
signature to the digital picture data in which the related 
information has been embedded and storing it in a mem- 
ory unit. 
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Description 

BACKGROUND OF THE INVENTION 

[0001] This invention relates to a recording device for 
picking up an Image and converting the image to a digital 
picture data, and more particularly relates to a technique 
suitable for preventing the alteration of a digital picture 
data and improvement of the reliability of the digital im- 
age data as an evidence. 

[0002] Heretofore, digital cameras and other record- 
ing devices In which an optical image formed by use of 
a lens Is converted to an electric signal by use of an 
Image pick-up element such as CCD (Charge Coupled 
Device) and the obtained picture data Is recorded digit- 
ally have been known. Recently, with the improvement 
in performance of the Image pick-up element, it is pos- 
sible to obtain the picture quality equivalent to that of 
silver halide photography, therefore it will be expected 
that the digital camera is employed for image pick-up for 
various certification and evidence instead of the ordi- 
nary camera. 

SUMMARY OF THE INVENTION 

[0003] The digital picture data is characterized in that 
it is easily edited and duplicated by use of a computer. 
In the case that a digital camera is used for image pick- 
up for various certification or evidences, such alteration 
and evidence can be altered more elaborately in com- 
parison with those derived from an ordinary camera. 
[0004] For example, it could happen that a digital pic- 
ture data on another person obtained by use of a digital 
camera is duplicated without consent and is used for 
various certification or evidence, othenwise an digital 
picture data obtained by use of a digital camera which 
is edited to change the original picture and is used for 
various certification or evidence. In this case, it is not 
easy to detect the alteration in comparison with the silver 
halide photography obtained by an ordinary camera. 
[0005] The present invention was accomplished to 
solve the above-mentioned problem, it is the object of 
the present invention to provide a digital camera and an- 
other recording device which are suitable for preventing 
the alteration of an obtained digital picture data and im- 
provement of the reliability of a digital picture data as an 
evidence. 

[0006] To solve the above-mentioned problem, the 
first aspect of the present invention provides a recording 
device for picking up an image and converting the image 
to digital picture data comprising; a digital signature 
means for generating a digital signature of the digital 
picture data, and a storing means for adding the digital 
signature tothe digital picture data and storing the digital 
picture data having the added digital signature in a stor- 
age medium. 

[0007] An authentication means for authenticating the 
digital picture data by use of the digital signature added 



to the digital picture data may be additionally provided. 
[0008] As the digital signature technique used for the 
digital signature means and the authentication means 
of the present aspect, for example, a technique de- 
s scribed in T. Elgamal, "A Public Key Cryptosystem and 
a Signature Scheme Based on Discrete Logarithms" 
(IEEE Trans, on Inform. Theory, Vol. IT31, No. 4, pp 
469-472. 1985) has been known. In detail, the digital sig- 
nature means evaluates the digital picture data by use 
'to of hash function, which is one-way function, the evalu- 
ation result namely a hash value is encrypted by use of 
a private key (signature key) in accordance with the pub- 
lic key cryptography system to thereby generate a digital 
signature of the digital picture data. On the other hand, 
^5 the authentication means obtains a hash value by de- 
crypting the digital signature added to the digital picture 
data by use of the public key (verification key) which is 
the one component of the paired private key, and com- 
pares this hash value with the hash value obtained by 
20 evaluating the digital picture data by use of the hash 
function. In the case that both hash values are identical, 
the digital picture data is regarded as a digital picture 
data which has not been subjected to alteration after 
generation of the digital signature, and authenticated. 
25 [0009] According to the present aspect, because the 
digital picture data, which has been obtained by picking 
up an image, having the added digital signature of the 
data is stored in a storage medium, alteration which is 
added to the data after generation of the digital signature 
30 is detected by authentication by use of the digital signa- 
ture. Because a digital signature is generated in the re- 
cording device during image picking up, the f raudulence 
such as alteration of the digital picture data is detected 
easily in the situation that the digital picture data is used 
35 for various certification and evidence. 

[0010] The second aspect of the present invention 
provides a recording device for picking up an image and 
converting the image to digital picture data comprising; 
a digital watermarking means for embedding a related 
40 information on the digital picture data in the digital pic- 
ture data by means of the digital watermarking tech- 
nique, and a storage means for storing the digital picture 
data in which the related information has been embed- 
ded. 

4S [0011] Wherein, a related information getting means 
for extracting the related information embedded in the 
digital picture data by means of the digital watermarking 
technique may be additionally provided. The term "dig- 
ital watermarking technique" denotes a technique in 

^0 which a predetermined information is embedded in a 
digital picture data according to a predetermined rule, 
for example, the luminance information on the digital 
picture data is changed so that the predetermined infor- 
mation can not be extracted from the digital picture data 

5S at least without using the predetermined rule. In one 
technique the original digital picture data (the digital pic- 
ture data before embedding of the predetermined infor- 
mation) is referred, and in the other technique the orig- 
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inal digital picture data is not referred, when the prede- 
termined information is extracted from the digital picture 
data. The technique in which the related information can 
be extracted from the digital picture data without refer- 
ring to the original data is preferably used for the related s 
information getting means of the present aspect. As this 
type of technique, for example, a technique described 
in S. Shimizu et aL, "Data Hiding based on neighbor pix- 
els statistics - reliability (In Proc. of IPSJ 56th annual 
conference, 199S) has been known. 
[0012] According to the present aspect, because the 
digital picture data obtained by picking up an image hav- 
ing the embedded related information on the data, for 
example, the copyright information such as pick-up 
date, photographer and place where the image is picked 
up, is stored, the related information is extracted from 
the digital picture data and the content can be con- 
firmed. Because the related information is embedded in 
the recording device during image pick-up, the record- 
ing device is used for image picking up for various car- 20 
tification and evidence to improve the reliability of the 
digital picture data as an evidence. 
[0013] In the present aspect, the digital watermarking 
means which divides the digital picture data into a plu- 
rality of areas, embeds the related information on the 25 
digital picture data in at least one area from among the 
plurality of divided areas, and integrates the plurality of 
divided areas including the area in which the related in- 
formation has been embedded to generate the digital 
picture data in which the related information has been 30 
embedded may be used. 

[0014] By structuring the digital watermarking means 
as described herein above, the related information is 
embedded in an arbitrary area of the digital picture data 
divided into the plurality of areas, therefore the work ar- 3S 
ea and the load on the CPU used for embedding the 
related information is reduced in comparison with the 
case in which the related information is embedded in the 
whole digital picture data. This effect is particularly ad- 
vantageous for the recording device because the small 
size and light weight are desirable. 
[001 5] In the case that the deterioration of the picture 
quality of the area is apprehensive as the result that all 
the related information is embedded concentratedly in 
the area, the process may be modified as described 
herein under. In detail, the related information is divided 
into a plurality of segments so that each segment cor- 
responds to the plurality of respective areas. The plural- 
ity of corresponding respective segments are embed- 
ded in the plurality of respective areas successively, and 50 
then the plurality of areas in which the corresponding 
segments of the related information has been embed- 
ded are integrated to generate the digital picture data 
having the embedded related information. 
[0016] The third aspect of the present invention pro- 55 
vides a recording device for picking up an image and 
converting the image to digital picture data comprising; 



a digital watermarking means for embedding an re- 
lated information on the digital picture data in the 
digital picture data by means of the digital water- 
marking technique, 

a digital signature means for generating a digital 
signature of the digital picture data in which the re- 
lated information has been embedded, and 
a storage means for adding the digital signature to 
the digital picture data in which the related informa- 
tion has been embedded and storing the resultant 
digital picture data in a storage medium. 

[0017] Wherein, the recording device may additional- 
ly comprise an authentication means tor authenticating 
the digital picture data in which the related information 
has been embedded by use of the digital signature add- 
ed to the digital picture data in which the related infor- 
mation has been embedded, and a related information 
getting means for extracting the related information em- 
bedded in the digital picture data by means of digital wa- 
termarking technique. 

[0018] According to the present aspect, because the 
related information on the data is embedded in the dig- 
ital picture data obtained by picking up an image and 
furthermore the digital signature of the data is added to 
the digital picture data having the embedded related in- 
formation and then it is stored in a storage medium, al- 
teration added after generation of the digital signature 
is detected by authentication by use of the digital signa- 
ture, and the related information is extracted from the 
data to confirm the content. Accordingly, the recording 
device is used for picking up an image for various cer- 
tification and evidence, as the result the fraudulence 
such as alteration of the digital picture data is detected 
and the reliability of the digital picture data as an evi- 
dence is improved. 

[0019] In the present aspect, the recording device 
may additionally comprise a compressing means for 
compressing the digital picture data in which the related 
information has been embedded, the digital signature 
means generates a digital signature of the compressed 
data, and the storage means adds the digital signature 
to the compressed data and stores the resultant com- 
pressed data in a storage medium. 
[0020] Otherwise, the recording device may addition- 
ally comprise a compressing means for compressing 
the digital picture data, the digital watermarking means 
embeds the related information on the digital picture da- 
ta in the digital picture data by means of the digital wa- 
termarking technique, the digital signature means gen- 
erates a digital signature of the compressed data in 
which the related information has been embedded, and 
the storage means adds the digital signature on the 
compressed data in which the related information has 
been embedded, and stores the resultant compressed 
data in a storage medium. 

[0021] By structuring as described herein above, the 
amount of information to be stored in the storage medi- 
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urn is reduced in both cases. In the former case the re- 
lated information is embedded in the digital picture data 
and then the data is compressed, on the other hand in 
the latter case the digital picture data is compressed and 
then the related information is embedded, as the result, 
the former case is more advantageous than the latter 
case in that the adverse effect of the related information 
on the original digital picture data is less severe. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0022] The present invention will be more apparent 
from the following detailed description, when taken in 
conjunction with the accompanying drawings, in which: 

FIG. 1 is a block diagram for Illustrating the func- 
tional structure of a digital camera to which the first 
embodiment of the present invention is applied; 
FIG. 2 is a diagram for illustrating a data structure 
recorded in a storage medium incorporated in a 
memory unit 16 in the case that JPEG system is 
used for compression in the compressing unit 14 
shown in FIG. 1; 

FIG. 3 is a block diagram for illustrating one exam- 
ple of the hardware structure of the digital camera 
shown in FIG. 1; 

FIG. 4 is a flow chart for describing the image pick- 
ing up operation of the digital camera shown in FIG. 
1; 

FIG 5(a) is a diagram for describing an image pick- 
up mode flag stored in a RAM 65 shown FIG. 3; 
FIG. 5(b) is a diagram for describing a playback 
mode flag stored in a RAM 65 shown FIG. 3; 
FIG. 5(c) is a diagram for describing an alternation 
detection mode flag stored in a RAM 65 shown FIG. 
3; 

FIG. 6 is a flow chart for describing the picture im- 
age playback operation of the digital camera shown 
in FIG. 1; 

FIG. 7 is a block diagram for illustrating the func- 
tional structure of a digital camera to which the sec- 
ond embodiment of the present invention is applied; 
FIG. 8 is a block diagram for illustrating the func- 
tional structure of a digital camera to which the third 
embodiment of the present invention is applied; 
FIG. 9 is a flow chart for describing the image pick- 
ing up operation of the digital camera shown in FIG. 
8; 

FIG. 10 is a flow chart for describing the picture 
playback operation of the digital camera shown in 
FIG. 8; 

FIG. 11 is a block diagram for illustrating the hard- 
ware structure of an information processing appa- 
ratus for authentication of an digital picture data 
picked up in the picture for evidence mode by use 
of a digital camera shown in the first and second 
embodiments of the present invention; and 
FIG. 12 is a flow chart for describing the operation 
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performed when a digital picture data is authenti- 
cated by use of the information processing appara- 
tus shown in FIG. 11. 

s DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0023] The first embodiment of the present invention 
will be described in detail hereinafter. 

10 [0024] FIG. 1 is a block diagram for illustrating the 
functional structure of a digital camera to which the first 
embodiment of the present invention is applied. 
[0025] In FIG. 1, a picture receiving unit 11 converts 
an optical image formed by a lens to an electric signal 

75 by use of an image pick-up element such as a CCD 
(Charge Coupled Device) or MOS (Metal-Oxide Semi- 
conductor) and converts the electric signal to a digital 
picture data. 

[0026] The related information storing unit 12 stores 

20 the related information to a digital picture data obtained 
by use of the picture receiving unit 11, for example, in- 
formation such as date of image pick-up, the person who 
picks up the image, and the place where the image is 
picked up. The person who was accepted previously by 

25 an operator through the input unit 23 may be registered 
as the information on the person who picked up the im- 
age. The information on image pick-up date may be ac- 
quired from the built-in clock 24. The information on im- 
age pick-up place may be accepted from an operator 

30 though the input unit 23 every time when an image is 
picked up, othenwise a present location calculation unit 
for calculating the present location by means of GPS 
technology is provided and a present location calculated 
by the present location calculation unit when the image 

35 is picked up may be regarded as the information on im- 
age pick-up place. 

[0027] The related information embedding unit 1 3 em- 
beds the related information on the digital picture data 
stored in the related information storing unit 12 in the 

40 digital picture data obtained by the picture receiving unit 
11 by applying digital waternoarking technique. The dig- 
ital watermarking technique is a technique for embed- 
ding a desired information in a digital picture data ac- 
cording to a predetemnined rule, for example, by chang- 

"^5 jng the luminance information on the above-mentioned 
digital picture data so that the above-mentioned desired 
information can not be extracted from the above-men- 
tioned digital picture data at least without using the 
above-mentioned predetermined rule. In one technique, 

50 the original digital picture data (the digital picture data 
before the above-mentioned desired information is em- 
bedded) is referred, and in the other technique, the orig- 
inal digital picture data is not referred, when the above- 
mentioned desired information is extracted from the 

55 above-mentioned digital picture data. In the present em- 
bodiment, the latter technique is used. For example, a 
technique described in S. Shimizu, et al., "Data Hiding 
based on neighbor pixels statistics - reliability (In Proc. 
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of IPSJ 56th annual conference, pp. 3- 39 -pp. 3-40. 1 998) 
has been known as the technique of this type. 
[0028] A compressing unit 14 compresses a digital 
picture data in which the related information is embed- 
ded by the related information embedding unit 13 ac- 
cording to, for example, JPEG (Joint Photographic Cod- 
ing Experts Group) system defined by "ISO international 
Standard 10918 Part 1". 

[0029] A digital signature generating unit 15 gener- 
ates a digital signature to the digital picture data com- 
pressed by the compressing unit 1 4 in which the related 
information has been embedded. For example, a tech- 
nique described in T. Elgamal, "A Public Key Cryptosys- 
tem and a Signature Scheme Based on Descrete Log- 
arithms" (IEEE Trans, on Inform. Theory. Vol. IT 31 , No. 
4, pp 469-472. 1985) has been known as a digital sig- 
nature technique. In detail, the data compressed by the 
compressing unit 1 4 is evaluated by use of hash function 
that is one-way function, the evaluation result that is a 
hash value is encrypted by use of a private key (signing 
key) according to the public key cryptography system to 
generates a digital signature. 

[0030] A memory unit 16 comprises a detachable 
storage medium such as a flash memory. 
[0031] A recording unit 17 records the digital picture 
data compressed by the compressing unit 14, in which 
the related information has been embedded and to 
which the digital signature generated by the digital sig- 
nature generating unit 15 is added, in a storage medium 
attached to the memory unit 16. FIG. 2 is a diagram for 
illustrating a data structure recorded in the storage me- 
dium attached to a memory unit 1 6 in the case that JPEG 
system is used for compression in the compressing unit 
14. As shown in FIG. 2, the data file compressed ac- 
cording to JPEG system comprises a compressed pic- 
ture data storing area 220 for storing the compressed 
picture data and a structure information storing area 230 
for storing the structure information on the compressed 
picture data stored in the compressed picture data stor- 
ing area 220 such as the whole size of compressed data 
files, the size of the compressed picture data storing ar- 
ea 220, and the error correction information. Inthe struc- 
ture infomnation storing area 230, a user definition area 
(Application Data Segment) 240, which is an extended 
area definable by a user, is provided in the structure in- 
formation storage area 230. 

[0032] The recording unit 17 records the data com- 
pressed by the compressing unit 1 4 to which the digital 
signature has been added by storing the digital signa- 
ture generated by the digital signature generating unit 
15 in the user definition area 240. 
[0033] A play-back unit 18 reads out the compressed 
picture data recorded in the storage medium attached 
to the memory unit 16 and the digital signature added 
to the above-mentioned data. 

[0034] A digital signature authentication unit 19 au- 
thenticates the compressed picture data to which the 
above-mentioned digital signature has been added by 



use of the digital signature read out by the play-back 
unit 18. The digital signature authentication unit 19 is 
paired with the digital signature generating unit 15, in 
detail, the digital signature authentication unit 19 de- 
5 crypts the digital signature by use of the public key (au- 
thentication key), which is paired with the private key 
used for encrypting the hash value in the digital signa- 
ture generating unit 15, and decrypts the hash value. 
Furthermore, the digital signature authentication unit 19 
fo evaluates the compressed picture data to which the 
above-mentioned digital signature has been added with 
reference to the hash function used for generating the 
hash value in the digital signature generating unit 15 to 
generate the evaluation result namely a hash value. The 
15 decrypted hash value is compared with the generated 
hash value, and if both values are identical, the com- 
pressed picture data is regarded as a compressed pic- 
ture data which has not been altered after the digital sig- 
nature of this data was generated, and is authenticated. 
20 [0035] A decompressing unit 20 is paired with the 
compressing unit 14, decompresses the compressed 
picture data authenticated by the digital signature au- 
thentication unit 19 according to decompression system 
corresponding to the compression system used in the 
2S compressing unit 1 4, and decrypts the digital picture da- 
ta in which the related information has been embedded. 
[0036] A related information getting unit 21 extracts 
the related information from the digital picture data 
which has been decompressed by the decompressing 
30 unit 20 having the embedded related information. The 
related information getting unit 21 is paired with the re- 
lated information embedding unit 13, and extracts the 
related information from the digital picture data accord- 
ing to the predetermined rule used when the related in- 
35 formation was embedded in the digital picture data by 
the related information embedding unit 1 3. As described 
herein above, in the present embodiment, a technique 
in which the related information is extracted from the dig- 
ital picture data without reference to the original digital 
40 picture data (the digital picture data before the related 
information is embedded) is applied. 
[0037] A display unit 22 comprises, for example, a liq- 
uid crystal panel, displays the digital picture data ob- 
tained by the picture receiving unit 1 1 , the digital picture 
45 data decompressed by the decompressing unit 20, or 
the related information extracted by the related informa- 
tion getting unit 21. 

[0038] Next, the hardware structure of a digital cam- 
era to which the present embodiment is applied is de- 
50 scribed. 

[0039] FIG. 3 is a block diagram for illustrating one 
example of the hardware structure of the digital camera 
shown in FIG. 1 . 

[0040] In FIG- 3. a CCD 51, buffer 52, A/D converter 
55 53. timing generator (TG) 54, and driving circuit 55 are 
components of the picture receiving unit 11 shown in 
FIG. 1. In detail, an optical image obtained by the lens 
is converted to an electric signal by the CCD 51, sub- 
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jected to amplification or the like through the buffer 52, 
converted to a digital picture data by the A/D converter 
53, and supplied to the timing generator 54. The timing 
generator 54 generates a timing signal to control the 
driving circuit 55 which is served for driving the CCD 51 
and sends out the digital picture data to a data bus 80 
according to the timing signal. 

[0041] A flash memory 58 is structured so as to be 
detachable to the connector 59. The flash memory 58 
and connector 59 are components of the memory unit 
16 shown in FIG. 1. 

[0042] A DRAM (Dynamic RAM) 56 temporarily 
stores the digital picture data sent out to the data bus 
80 from the timing generator 54, the data sent out to the 
data bus 80 from the flash memory 58 through the con- 
nector 59, or the data sent out to the data bus 80 from 
a compressing-decompressing circuit 57. The digital 
picture data is separated into the luminance signal and 
the chrominance signal by calculation using the CPU 63 
and stored in the DRAM 56. 

[0043] The compressing-decompressing circuit 57 is 
a component of the compressing unit 1 4 and the decom- 
pressing unit 20 shown in FIG. 1. In detail, the digital 
picture data stored in the DRAM 56 is compressed and 
the compressed digital picture data is decompressed. 
[0044] A video signal generator (SG) 60, D/A convert- 
er 61, and liquid crystal display (LCD) 62 are compo- 
nents of the display unit 22 shown in FIG. 1. In detail, 
the digital picture data on the data bus is taken in the 
video signal generator 60 in response to the indication 
given by a CPU 63, and added with a sync signal therein 
to be converted to a digital video signal. The digital video 
signal is converted by the D/A converter 61 to an analog 
signal, and the analog signal is supplied to the liquid 
crystal display 62. 

[0045] A key input device 66 functions as the input 
unit 23 shown in FIG. 1 , and comprises a switch for ac- 
cepting the operation mode (image pick-up, playback) 
and various set values and a shutter button for accepting 
recording indication. 

[0046] A clock 67 functions as the built-in clock 24 
shown in FIG. 1 and generates the time information. An 
I/O port 68 functions as an interface for input/output of 
the video signal converted to a serial signal. 
[0047] A ROM 64 stores a program for controlling 
components of the digital camera integrally, a program 
for embedding/extracting (digital watermarking tech- 
nique) the related information on/from the digital picture 
data, and a program for generating and authenticating 
the digital signature (digital signature technique). Fur- 
thermore, the ROM 64 stores the private key and public 
key encrypted according to the public key cryptography 
system used for generating and authenticating the dig- 
ital signature. The ROM 64 may be provided fixedly to 
the digital camera or may be provided detachably to the 
digital camera, for example, may be a memory card. 
[0048] The CPU 63 performs various programs stored 
in the ROM 64 to control respective components of the 
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digital camera integrally. Furthermore the CPU 63 acti- 
vates the related information embedding unit 1 3, the re- 
lated information getting unit 21, the digital signature 
generating unit 15. the digital signature authentication 
5 unit 19, the recording unit 17, and the play-back unit 18 
to perform processes. 

[0049] The RAM 65 functions as a work area of the 
CPU 63 and is a component of the related information 
storing unit 12 shown in FIG. 1. 
10 [0050] First, the image picking up operation of the dig- 
ital camera to which the present embodiment is applied 
is described. 

[0051] FIG. 4 is a flow chart for describing the Image 
picking up operation of the digital camera shown in FIG 

IS 1. 

[0052] This flow is performed in the case that an op- 
erator accepted by the input unit 23 indicates the image 
pick-up mode to be selected as the operation mode. 
[0053] First, the picture receiving unit 11 converts an 

^0 optical image formed by the lens to an electric signal, 
and converts the electric signal to a digital picture data, 
and sends it to the display unit 22 (step SI 01). The dis- 
play unit 22 displays a picture in accordance with the 
received digital picture data (step SI 02). 

25 [0054] Next, the picture receiving unit 11 determines 
whether recording indication of the digital picture data 
has been entered by use of the input unit 23 , namely 
whether a shutter button has been pushed (step SI 03), 
and if the shutter button has been pushed, then the se- 

?o quence proceeds to step SI 04, on the other hand if the 
shutter button has not been pushed, then the sequence 
returns to step SI 01. 

[0055] In step SI 04, the related information embed- 
ding unit 13 determines whether the image pick-up 
mode selected by the operator by use of the input unit 
23 is the picture for evidence mode for embedding the 
related information in the digital picture data and adding 
a digital signature. The determination is realized by stor- 
ing a flag for Indicating whether the selected image pick- 

■0 up mode is the picture for evidence mode or the ordinary 
image pick-up mode as shown exemplarily in FIG. 5 (a) 
on the predetermined area of the RAM 65 shown in FIG. 
3 when the operator selects the Image pick-up mode by 
use of input unit 23. 

5 [0056] In step Si 04, if the selected image pick-up 
mode is determined to be the picture for evidence mode, 
then the digital picture data is obtained from the picture 
receiving unit 11, and the related information stored in 
the related information storing unit 12 is embedded by 

0 applying the digital watermarking technique (step 
SI 05). The digital picture data having the embedded re- 
lated information is supplied to the compressing unit 1 4. 
On the other hand, if the selected image pick-up mode 
is determined not to be the picture for evidence mode, 

5 then the digital picture data acquired from the picture 
receiving unit 11 Is supplied to the compressing unit 14 
without embedding the related information. 
[0057] Next, the compressing unit 1 4 compresses the 
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digital picture data received from the related information 
embedding unit 13 or the digital picture data having the 
embedded related information according to the prede- 
termined compression system (step SI 06), and sup- 
plies the compression result namely the compressed 
picture data to the digital signature generating unit 15. 
[0058] Next, the digital signature generating unit 15 
determines whether the image pick-up mode selected 
by the operator by use of the Input unit 23 is the picture 
for evidence mode (step SI 07). If the selected image 
pick-up mode is determined to be the picture for evi- 
dence mode, then a digital signature of the compressed 
picture data received from the compressing unit 14 is 
generated (step SI 08) and the generated digital signa- 
ture is supplied to the recording unit 1 7 together with the 
compressed picture data. On the other hand, if the se- 
lected image pick-up mode is determined not to be the 
picture for evidence mode, then the compressed picture 
data received from the compressing unit 14 is supplied 
to the recording unit 17 without generation of a digital 
signature. 

[0059] Next, the recording unit 109 stores the com- 
pressed picture data received from the digital signature 
generating unit 15 in the storage medium attached to 
the memory unit 1 6 (step SI 09). At that time, if the digital 
signature of the data is received from the digital signa- 
ture generating unit 15 together with the compressed 
picture data, the data to which the digital signature is 
added is stored. 

[0060] As the result of the above-mentioned process, 
in the case that the picture for evidence mode is selected 
as the image pick-up mode, the related information on 
the data is embedded in the digital picture data obtained 
by image pick-up and compressed, and the digital sig- 
nature of the compressed picture data is generated. The 
compressed picture data is recorded in the storage me- 
dium together with the digital signature. 
[0061] Next, the image playback operation of the dig- 
ital camera to which the present embodiment is applied 
is described. FIG. 6 is a flow chart for describing the 
image playback operation of the digital camera shown 
in FIG. 1. This flow is performed if the operator accepted 
by the input unit 23 indicates the playback mode to be 
selected as the operation mode. 
[0062] First, the play-back unit 1 8 reads out the com- 
pressed picture data (the data recorded in the storage 
medium by means of the flow shown in FIG. 4) from the 
storage medium attached to the memory unit 16 (step 
S201), and supplies it to the digital signature authenti- 
cation unit 1 9. If a digital signature is added to the com- 
pressed picture data, the digital signature is also read 
out and supplied to the digital signature authentication 
unit 19. 

[0063] Next, the digital signature authenticatbn unit 
19 determines whether the compressed picture data is 
a picture picked up in the picture for evidence mode by 
checking whether a digital signature is added to the 
compressed picture data received from the play-back 



unit 18 (step S202). If the picture is a picture picked up 
in the picture for evidence mode, a flag "1 " for indicating 
that this picture is a picture picked up in the picture for 
evidence mode Is stored in the predetermined area of 

5 the RAM 65 or the like shown in FIG. 3, and the se- 
quence proceeds to step S203. On the other hand, if the 
picture is not a picture picked up in the picture for evi- 
dence mode, a flag "0" for indicating that this picture is 
a picture picked up in the ordinary mode as shown ex- 

10 emplarily in FIG. 5(b) is stored in the predetermined area 
of the RAM 65 or the like shown in FIG. 3, and the se- 
quence proceeds to step S204. 

[0064] In step S203, the digital signature authentica- 
tion unit 1 9 authenticates the compressed picture data 

75 by use of the digital signature added to the compressed 
picture data and the authentication result is stored. A 
flag for indicating whether the compressed picture data 
has been altered as shown in exemplarily in FIG. 5(c) is 
stored in the predetermined area of the RAM 65 shown 

20 in FIG. 3. 

[0065] In step 8204, the decompressing unit 20 re- 
ceives the compressed picture data from the digital sig- 
nature authentication unit 1 9 and decompresses it to ob- 
tain the digital picture data. 

25 [0066] Next, the related information getting unit 21 
checks the flag generated in step S202, and determines 
whether the digital picture data decompressed by the 
decompressing unit 20 is a digital picture data picked 
up in the picture for evidence mode (step 8205). If the 

30 digital picture data is a digital picture data picked up in 
the picture for evidence mode, the sequence proceeds 
to step S206 as shown in the flow in FIG. 4, and the 
related information is extracted from the digital picture 
data by means of the digital watermarking technique be- 

35 cause the related infomnation is embedded in the digital 
picture data. The digital picture data is supplied to the 
display unit 22, and displayed on the display screen 
(step S207). On the other hand. If the digital picture data 
is not a digital picture data picked up in the picture for 

40 evidence mode, the digital picture data is supplied di- 
rectly to the display unit 22, and displayed on the display 
screen (step S207). 

[0067] Next, the display unit 22 checks the flag gen- 
erated in step S202to detemnine whether the digital pic- 

45 ture data which is being displayed on the display screen 
is a digital picture data picked up in the picture for evi- 
dence mode (step S208). If the digital picture data is not 
adigital picture data picked up in the picture for evidence 
mode, the sequence proceeds to step S209, and wheth- 

so er the operator indicates sending/returning shift of the 
picture by use of the input unit 23 is determined. If the 
operator indicates sending/retuming shift of the picture, 
the sequence returns to step S201 to read out the com- 
pressed picture data specified by the indication from the 

55 storage medium of the memory unit 16. On the other 
hand, if sending/returning shift indication of the picture 
is not entered, the sequence returns to step S207. 
[0068] In step S208, if the digital picture data which is 
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being displayed on the display screen is determined to 
be a digital picture data picked up in the picture for ev- 
idence mode, then the sequence proceeds to step 
S210, and whether the operator enters display indica- 
tion of the related information by use of the input unit 23 
is determined. If the operator does not enter display in- 
dicatioH: then the sequence proceeds to step S209. On 
the other hand, if display indication of the related infor- 
mation is entered, then the related information, which is 
being displayed, of the digital picture data extracted by 
the related information getting unit 21 is acquired, and 
the display content is switched from the digital picture 
data to the related information (step S21 1 ). At that time, 
the flag generated in step S203 is checked, and the au- 
thentication result (YES/NO of alteration) of the digital 
signature is also displayed. Then, the sequence pro- 
ceeds to step S212. 

[0069] In step S212, whether the operator has en- 
tered display indication of the picture by use of the input 
unit 23 is determined, if the indication has been entered, 
then the sequence proceeds to step S207, the display 
content is switched from the related information to a pic- 
ture in accordance with the digital picture data. 
[0070] According to the present embodiment, the re- 
lated information on the data is embedded in the digital 
picture data obtained by picking up an image and fur- 
thermore a digital signature of the data is added to the 
digital picture data having the embedded related infor- 
mation, and the resultant digital picture data is stored in 
the storage medium, and by authenticating the digital 
picture data by use of the digital signature, alteration 
added to the data after generation of the digital signature 
is detected and the related information is extracted from 
the data to confirm the content. Because the related in- 
formation is embedded and the digital signature is gen- 
erated in the digital camera during picking up of the im- 
age, in the case that the digital camera is used for pick- 
ing up of an image for various certification and evidence, 
the fraudulence such as alteration of the digital picture 
data is detected and the reliability as an evidence is im- 
proved. 

[0071] In the present embodiment, the digital picture 
data having the embedded related information is com- 
pressed, and the digital signature is generated for the 
compressed picture data Such process allows the 
amount of information which is to be stored in the stor- 
age medium to be reduced. 

[0072] In the present embodiment, the process in 
which the related information embedding unit 13 em- 
beds the related information in the digital picture data 
received from the picture receiving unit 1 1 and then the 
compressing unit 14 compresses the data is described, 
however othenwise a process in which the compressing 
unit 14 compresses the digital picture data received 
from the picture receiving unit 11 and then the related 
information embedding unit 13 embeds the related in- 
formation on the above-mentioned digital picture data 
in the compressed picture data may be employed. In this 
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case, the related information getting unit 21 extracts the 
related information from the compressed picture data 
having the embedded related information and then the 
decompressing unit 20 decompresses it for playing back 

5 the picture. 

[0073] Also in this case, the amount of information to 
be stored in the storage medium can be reduced in the 
same degree as in the present embodiment. However, 
in this case, because the related information is embed- 

10 ded in the compressed picture data of the digital picture 
data, the influence on the digital picture data is severer 
in comparison with that in the present embodiment. 
[0074] Next, the second embodiment of the present 
invention will be described. FIG. 7 is a block diagram for 

15 illustrating the functional structure of a digital camera to 
which the second embodiment of the present invention 
Is applied. 

[0075] As shown In FIG. 7, the digital camera of the 
present embodiment is different from the digital camera 

20 in accordance with the first embodiment shown in FIG. 
1 in that a related information embedding unit 13a is 
used instead of the related information embedding unit 
1 3 and a picture data dividing unit 25 and a picture data 
integrating unit 26 are provided additionally. Other com- 

2S ponents are the same as those used in the first embod- 
iment. 

[0076] The picture data dividing unit 25 divides a dig- 
ital picture data received from a picture receiving unit 11 
into a plurality of areas. For example, in the case of the 

30 received digital picture data comprising 1 280 X 960 pix- 
els, the data is divided into 6 areas, each area comprises 
1280 X 160 pixels. The divided digital picture data is 
supplied to the related information embedding unit 1 3a. 
[0077] The related information embedding unit 13a 

35 acquires the related information on the divided digital 
picture data received from the picture data dividing unit 
25 from the related information storing unit 12, and em- 
beds the related information in an arbitrary area of the 
divided digital picture data by means of the digital wa- 

40 termarking technique. The data of the digital pictu re data 
on all the areas including the area where the related in- 
formation is embedded is supplied to the picture data 
integrating unit 26. 

[0078] The picture data integrating unit 26 integrates 
45 the data supplied from the related information embed- 
ding unit 1 3a to restore the digital picture data. Thereby 
the digital picture data having the embedded related in- 
formation is generated, and supplied to the compressing 
unit 14. 

50 [0079] The above-mentioned functional structure 
block has stored programs for realizing these functions 
in a ROM 64 in FIG. 3, and a CPU 63 performs these 
programs to realize these functions. 
[0080] According to the present embodiment, be- 

55 cause the related information Is embedded in an arbi- 
trary area of the digital picture data divided into a plu- 
rality of areas, the smaller work area of memory and the 
smaller load on the CPU are sufficient for embedding 
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the related information in comparison with the case in 
which the related information is embedded in the whole 
area of the digital picture data. In other words, the small- 
er capacity of the RAM 65 and the CPU 63 is sufficient 
in FIG. 3. This effect is particularly advantageous for the 
digital camera because the small size and light weight 
are desirable for the digital camera. 
[0081] In the present embodiment, the related infor- 
mation is embedded in an arbitrary area of the digital 
picture data divided into a plurality of areas, however, in 
the case that the deterioration of the picture quality of 
the area is apprehensive as the result that all the related 
information is embedded concentratedly in the area, the 
process may be modified as described herein under 
[0082] In detail, the related information embedding 
unit 13a divides the related information into the same 
number of segments as the number of digital picture da- 
ta areas divided by the picture data dividing unit 25, and 
the respective divided related information segments are 
allocated so as to correspond to the respective areas of 
the digital picture data divided into a plurality of areas. 
The corresponding segments of the related information 
divided into a plurality of segments are embedded in the 
respective areas of the digital picture data divided into 
a plurality of areas. Thereafter, the picture data integrat- 
ing unit 26 integrates the plurality of areas in which cor- 
responding segments of the related information are em- 
bedded to generate the digital picture data having the 
embedded related information. 

[0083] Next, the third embodiment of the present in- 
vention will be described. 

[0084] FIG. 8 is a block diagram for illustrating the 
functional structure of a digital camera to which the third 
embodiment of the present invention is applied. 
[0085] As shown in FIG. 8, the digital camera in ac- 
cordance with the third embodiment is different from the 
digital camera in accordance with the first embodiment 
shown in FIG. 1 in that a digital signature and related 
information embedding unit 13b and a digital signature 
and related informatbn getting unit 21 a are provided in- 
stead of the related infomnation embedding unit 13 and 
the related information getting unit 21. Other compo- 
nents are the same as those used in the first embodi- 
ment. 

[0086] The digital signature and related information 
embedding unit 13b embeds the digital signature gen- 
erated by the digital signature generating unit 1 5 for the 
compressed picture data generated by the compressing 
unit 14 and the related information, which is stored in 
the related information storing unit 12. of the digital pic- 
ture data from which the compressed picture data will 
be derived, on the compressed picture data by means 
of the digital watermarking technique. 
[0087] The digital signature and related information 
getting unit 21 a extracts the digital signature and the re- 
lated information on the compressed picture data em- 
bedded in the compressed picture data by means of the 
digital watermarking technique. 



[0088] It is required that the digital signature and re- 
lated information embedding unit 1 3b embeds the digital 
signature and the related information so as that the dig- 
ital signature and related information getting unit 21a 

5 can remove these information thoroughly from the com- 
pressed picture data. For example, the digital signature 
and the related information are embedded so as to be 
inserted at a plurality of predetermined positions of the 
compressed picture data according to a predetermined 

10 rule. As the result, the digital signature and related in- 
formation getting unit 21a removes the information at 
the plurality of predetermined positions of the com- 
pressed picture data according to the predetermined 
rule so that the digital signature and the related informa- 

15 tion is removed thoroughly from the compressed picture 
data. 

[0089] The above-mentioned functional block has a 
program for realizing these functions stored in the ROM 
64 shown in FIG. 3, and the CPU 63 performs the pro- 
20 gram to realize these functions. 

[0090] Next, the operation of the digital camera to 
which the present embodiment is applied will be de- 
scribed herein under. 

[0091] First, the operation of the digital camera to 
25 which the present embodiment is applied for picking up 
an image is described. 

[0092] FIG. 9 is a flow chart for describing the opera- 
tion for picking up an image of the digital camera shown 
in FIG. 8. 

30 [0093] This fiow is performed in the case that the op- 
erator accepted by the input unit 23 indicates the image 
pick-up mode to be selected as the operation mode. 
[0094] First, the picture receiving unit 11 converts an 
optica! image formed by the lens to an electric signal, 

35 converts the electric signal to a digital picture data, and 
sends it to the display unit 22 (step S301). The display 
unit 22 displays the picture according to the received 
digital picture data (step S302). 
[0095] Next, the picture receiving unit 11 determines 

40 whether recording indication of the digital picture data 
has been entered by use of the input unit 23, that is, 
determines whether a shutter button has been pushed 
(step S303). If the button has been pushed, then the se- 
quence proceeds to step S304, on the other hand if the 

45 button has not been pushed, then the sequence returns 
to step S301. 

[0096] In step 304. the compressing unit 14 receives 
the digital picture data from the picture receiving unit 11 , 
compresses the digital picture data according to a pre- 

50 determined compression system, and supplies the com- 
pression result namely the compressed picture data to 
the digital signature generating unit 15. 
[0097] The digital signature generating unit 15 deter- 
mines whether the image pick-up mode selected by the 

55 operator by use of the input unit 23 is the picture for ev- 
idence mode (step S305). If the image pick-up mode is 
determined to be the picture for evidence mode, a digital 
signature of the compressed picture data received from 
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the compressing unit 14 is generated (step S306), and 
the generated digital signature is supplied to the digital 
signature and related information embedding unit 13b 
together with the compressed picture data. Upon receiv- 
ing, the digital signature and related information embed- s 
ding unit 13b embeds the digital signature and the re- 
lated information stored in the related information stor- 
ing unit 12 on the compressed picture data by means of 
the digital watermarking technique (step S307). At that 
time, as described herein above, the digital signature io 
and the related information are embedded so that the 
embedded digital signature and the related information 
are removed thoroughly from the compressed picture 
data. Then, the compressed picture data having the em- 
bedded digital signature and related information is sup- is 
plied to the recording unit 17. 

[0098] On the other hand, in step S305, it the image 
pick-up mode is determined not to be the picture for ev- 
idence mode, then the compressed picture data re- 
ceived from the compressing unit 14 is supplied to the 20 
recording unit 17 directly. 

[0099] The recording unit 17 stores the compressed 
picture data received from the digital signature generat- 
ing unit 15 or the digital signature and related informa- 
tion embedding unit 1 3b in the storage medium attached 2S 
to the memory unit 16 (step S308). At that time, when 
the compressed picture data received from the digital 
signature and related information embedding unit 13b 
is stored, a flag for indicating that the compressed pic- 
ture data has been picked up in the picture for evidence 30 
mode is added to the compressed picture data and the 
compressed picture data having the added flag is 
stored. 

[0100] As the result, in the case that the picture for 
evidence mode is selected as the image pick-up mode, 3S 
the digital image data obtained by picking up is com- 
pressed and the digital signature of the compressed pic- 
ture data is generated. The related information on the 
digital picture data and the generated digital signature 
are embedded in the compressed picture data. 40 
[0101] Next, the image playback operation of the dig- 
ital camera to which the present invention is applied. 
FIG. 1 0 is a flow chart for describing the image playback 
operation of the digital camera shown In FIG. 8. 
[0102] This flow is performed when the operator ac- 4s 
cepted by the input unit 23 indicates the playback mode 
to be selected as the operation mode. 
[0103] First, the play-back unit 18 reads out the com- 
pressed picture data (the data recorded in the storage 
medium according to the flow shown in FIG. 9) from the so 
storage medium attached to the memory unit 16 (step 
S401 ), and supplies it to the digital signature and related 
information getting unit 21 a. If the flag for indicating that 
the compressed picture data has been picked up in the 
picture for evidence mode is added to the compressed 55 
picture data, the flag is also read out and supplied to the 
digital signatu re and related information getting unit 21 a. 



[0104] Next, the digital signature and related informa- 
tion getting unit 21a checks whether a flag is added to 
the compressed picture data received from the play- 
back unit 18 to thereby determine whether the com- 
pressed picture data has been picked up in the picture 
for evidence mode (step S402). If the compressed pic- 
ture data has been picked up in the picture for evidence 
mode, a flag "1" for indicating the picture for evidence 
mode as shown exemplariiy in FIG. 5(b) is stored in a 
predetermined area of the RAM 65 or the like shown in 
FIG. 3, and the sequence proceeds to step S403. On 
the other hand, if the compressed picture data has been 
picked up not in the picture for evidence mode, a flag 
"0** for Indicating the ordinary mode is stored in a prede- 
termined area of the RAM 65 or the like shown in FIG. 
3, and the sequence proceeds to step S405. 
[0105] In step S403, the digital signature and related 
information getting unit 21 a extracts the compressed 
picture data so as to remove the digital signature and 
related information thoroughly from the compressed pic- 
ture data received from the play-back unit 18 by means 
of the digital watermarking technique. Then, the com- 
pressed picture data is supplied to the digital signature 
authentication unit 1 9 together with the extracted digital 
signature. Upon receiving, the digital signature authen- 
tication unit 19 authenticates the compressed picture 
data by use of the digital signature (step S404) and the 
authentication result is stored. A flag which indicates 
whether the compressed picture data has been altered, 
for example shown exemplariiy in FIG 5(c), is stored in 
a predetermined area of the RAM 65 shown in FIG. 3. 
[0106] In step S405, the decompressing unit 20 re- 
ceives the compressed picture data, and decompresses 
it to obtain the digital picture data. The display unit 22 
displays the picture in accordance with the digital picture 
data (step S406). 

[0107] Next, the display unit 22 checks the flag gen- 
erated in step S402 to thereby determine whether the 
digital picture data which is being displayed has been 
picked up in the picture for evidence mode (step S407) 
If the digital picture data has been picked up not in the 
picture for evidence mode, then the sequence proceeds 
to step S408, and whether the operator has entered 
sending/returning shift of the picture by use of the Input 
unit 23 is determined. If sending/returning shift of the 
picture has been entered, then the sequence returns to 
step S401 to read out the compressed picture data 
specified by the indication from the storage medium of 
the memory unit 16. On the other hand, if sending/re- 
turning shift of the picture has not been entered, then 
the sequence returns to step S406. 
[01 08] In step S407, if the digital picture data which is 
being displayed is determined to be a digital picture data 
which has been picked up in the picture for evidence 
mode, the sequence proceeds to step S409, and wheth- 
er the operator has entered display indication of the re- 
lated information by use of the input unit 23 is deter- 
mined. If the input indication of the related information 
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has not been entered, then the sequence proceeds to 
step S408. On the other hand, if the input indication of 
the related information has been entered, then the re- 
lated infornnation on the digital picture data which is be- 
ing displayed extracted by the digital signature and re- 
lated infornnation getting unit 21a is acquired, and the 
display content is switched fronn the digital picture data 
to the related information (step S410). At that time, the 
flag generated in step S404 is checked, and the authen- 
tication result of the digital signature (YES/NO of alter- 
ation) is also displayed. Then, the sequence proceeds 
to step S411. 

[0109] In step S411 , whether the operator has entered 
display indication of the picture by use of the input unit 
23 is determined, if the display indication has been en- 
tered, then the sequence proceeds to step S406, the 
display content is switched from the related information 
to the picture in accordance with the digital picture data. 
[0110] According to the present embodiment, the 
same effect as obtained by the first embodiment is ob- 
tained. 

[0111] The present invention is by no means limited 
to the above-mentioned respective embodiments and 
various modifications are possible within the scope of 
the invention. 

[0112] For example, in the above-mentioned embod- 
iments, the case in which the related information is em- 
bedded and extracted and the digital signature is gen- 
erated and authenticated automatically when the picture 
for evidence mode is selected is described, however 
otherwise the case in which whether the process to be 
performed is confirmed about embedding and extraction 
of the related information and generation and authenti- 
cation ot the digital signature respectively on the display 
unit 22 and the process that is indicated to be performed 
by use of the input unit 23 is performed may be applied. 
In embedding the related information, the information to 
be embedded may be specified diatogically with the op- 
erator through the display unit 22 and the input unit 23. 
[0113] in the above-mentioned respective embodi- 
ments, the case in which the related information is em- 
bedded and extracted and the digital signature to the 
digital picture data is generated and authenticated by 
means of the digital watermarking technique is de- 
scribed, however otherwise the case in which any one 
of the processes is performed may be applied. Accord- 
ing to the digital camera which is capable of embedding 
and extracting the related information by means of the 
digital watermarking technique, the reliability of the dig- 
ital picture data as an evidence is improved, and accord- 
ing to the digital camera which is capable of generating 
and authenticating the digital signature to the digital pic- 
ture data, the fraudulence such as alteration of the dig- 
ital picture data is detected. 

[0114] In the above-mentioned respective embodi- 
ments, the case in which the related information is ex- 
tracted and the digital signature to the digital picture da- 
ta Is authenticated by means of the digital watermarking 



technique during image playback for the digital picture 
data picked up in the picture for evidence mode is de- 
scribed, however otherwise these functions may be 
omitted from the digital camera with preamble that these 

s functions are performed by an information processing 
apparatus such as a personal computer. 
[0115] As an example, an information processing ap- 
paratus for verifying the digital picture data picked up in 
the picture for evidence mode to be used for the digital 

10 camera shown in above-mentioned first and second em- 
bodiments is described. 

[0116] FIG. 11 is a block diagram for illustrating the 
hardware structure of an Information processing appa- 
ratus for verifying the digital picture data picked up In 
15 the picture for evidence mode by a digital camera shown 
in the first and second embodiments of the present in- 
vention, and FIG. 12 a flow chart for describing the op- 
eration of the information processing apparatus shown 
in FIG. 11 when the digital picture data is verified. 
20 [0117] First, the compressed picture data is read in 
from the flash memory 58 connected through a connec- 
tor 79 or the digital camera shown in FIG. 3 connected 
through an I/O port 78 in response to the indication of 
the CPU 73, and stored In the RAM 75 (step S401). A 
25 ROM 74 has stored various programs and the program 
is performed by the CPU 73 to control respective com- 
ponents shown in FIG. 11 integrally. The play-back unit 
18, the digital signature authentication unit 19, the de- 
compressing unit 20, and the related information getting 
30 unit 21 shown in FIG. 1 and FIG. 7 function their proc- 
esses respectively The ROM 74 may comprise a de- 
tachable storage medium such as a CD-ROM. 
[0118] Next, the CPU 73 takes out a verification key 
(the public key which is paired with the private key (sig- 
35 nature key) used when the digital signature has been 
generated) for verifying the digital signature from the 
ROM 74, verifies the digital signature added to the com- 
pressed picture data stored in the RAM 75, and stores 
the verification result in the RAM 75 (step S502). 
40 [0119] Next, the CPU 73 decompresses and restores 
the compressed picture data to the digital picture data 
and stores it In the RAM 75 (step S503). Then, the re- 
lated information on the data embedded in the restored 
digital picture data is extracted and stored In the RAM 
45 75 (step S504). 

[0120] Next, the CPU 73 controls a display unit 72 to 
display any one of or combination of the picture in ac- 
cordance with the restored digital picture data, the ex- 
tracted related information, and the verification result of 
50 the digital signature according to the indication of the 
operator entered to a key input device 76 (step S505). 
[0121] As the result, it is possible that the information 
processing apparatus verifies the digital picture data 
picked up in the picture for evidence mode by use of the 
55 digital camera shown in the above-mentioned first and 
second embodiments. 

[0122] As described hereinbefore, according to the 
present invention, the digital camera which is capable 
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of preventing alteration of the generated digital picture 
data and which is preferable for improvennent of reliabil- 
ity as an evidence is provided. 

[0123] While the present invention has been de- 
scribed in detail and pictorially in the acconnpanying s 
drawings it is not limited to such details since many 
changes and modifications recognizable to those of or- 
dinary skill in the art may be made to the invention with- 
out departing from the spirit and the scope thereof. 

10 

Claims 

1 . A recording device for picking up an image and con- 
verting the image to digital picture data comprising; is 

a digital signature means for generating a dig- 
ital signature of said digital picture data, and 
a storing means for adding said digital signa- 
ture to said digital picture data and storing said 20 
resultant digital picture data in a storage medi- 
um. 

2. A recording device according to claim 1, further 
comprising an authentication means for authenti- 2B 
eating said digital picture data by use of said digital 
signature added to said digital picture data. 

3. A recording device for picking up an image and con- 
verting the image to digital picture data comprising; 30 

a digital watermarking means for embedding a 
related information on said digital picture data 
in said digital picture data by means of digital 
watermarking technique, and 35 
a storing means for storing said digital picture 
data in which said related information has been 
embedded. 

4. A recording device according to claim 3, 40 

wherein said digital watermarking means di- 
vides said digital picture data into a plurality of areas 
and embeds said related information on said digital 
picture data in at least one area from among the 
plurality of said divided areas, and integrates the 45 
plurality of said divided areas including the area 
where said related information has been embedded 
to generates said digital picture data in which said 
related information has been embedded. 

50 

5. A recording device according to claim 3, 

wherein said digital watermarking means di- 
vides said digital picture data into a plurality of are- 
as, divides said related information on said digital 
picture data into a plurality of segments so that each 55 
segment corresponds to the respective areas of the 
plurality of said divided areas, embeds correspond- 
ing segments of said related information divided in- 



to the plurality of areas in the plurality of said areas 
respectively, and integrates the plurality of said ar- 
eas in each of which said corresponding segment 
of said related information has bee embedded to 
generates the digital picture data in which said re- 
lated information has been embedded. 

6. A recording device according to claim 3, further 
comprising a related information getting means for 
extracting said related information embedded in 
said digital picture data by means of the digital wa- 
termarking technique. 

7. A recording device for picking up an image and con- 
verting the image to digital picture data comprising; 

a digital watermarking means for embedding a 
related information on said digital picture data 
in said digital picture data by means of digital 
watermarking technique, 
a digital signature means for generating a dig- 
ital signature of said digital picture data in which 
said related information has been embedded, 
and 

a storing means for adding said digital signa- 
ture to said digital picture data in which said re- 
lated information has been embedded and stor- 
ing said resultant digital picture data in a stor- 
age medium. 

8. A recording device according to claim 7, further 
comprising an authentication means for authenti- 
cating said digital picture data in which said related 
information has been embedded by use of said dig- 
ital signature added to said digital picture data in 
which said related information has been embedded, 
and a related information getting means for extract- 
ing said related information embedded in said dig- 
ital picture data by means of the digital watermark- 
ing technique. 

9. A recording device according to claim 7, further 
comprising a compressing means for compressing 
said digital picture data in which said related infor- 
mation has been embedded, 

wherein 

said digital signature means generates a digital 
signature of said compressed data, and 
said storing means adds said digital signature 
to said compressed data and stores said result- 
ant compressed data in a storage medium. 

10. A recording device according to claim 9, further 
comprising; 

an authentication means for authenticating said 
compressed data by use of said digital signa- 
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ture added to said compressed data, 
a decompressing means for decompressing 
said compressed data to generate said digital 
picture data in which said related information 
has been embedded, and 5 
a related information getting means for extract- 
ing said related information embedded in said 
decompressed digital picture data by means of 
the digital watermarking technique. 

10 

11. A recording device according to claim 7, further 
comprising a compressing means for compressing 
said digital picture data, wherein 

said digital watermarking means embeds said ^5 
related information on said digital picture data 
in said digital picture data by means of the dig- 
ital watermarking technique, 
said digital signature means generates a digital 
signature of said compressed data in which 20 
said related information has been embedded, 
and 

said storing means adds said digital signature 
to said compressed data in which said related 
information has been embedded, and stores 2S 
said resultant compressed data in a storage 
medium. 

12. A recording device according to claim 11, further 
comprising an authentication means for authenti- 30 
eating said compressed data in which said related 
information has been embedded by use of said dig- 
ital signature added to said compressed data in 
which said related information has been embedded, 
and a related information getting means for extract- 35 
ing said related information embedded in said com- 
pressed data by means of the digital watermarking 
technique, and a decompressing means for decom- 
pressing said compressed data in which said relat- 
ed information has been embedded to generate 40 
said digital picture data. 



45 



50 



55 
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